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Privileged Accounts

• What are they

• Why are they important

• Where do we find them

• CyberArk PAS solution + demo

• Where do you start

• Prioritizing the onboarding roadmap

TAKEAWAYS
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ANY ACCOUNT EXCEEDING NORMAL 

ACCESS WHICH, IF COMPROMISED, WILL 

HAVE A HIGH IMPACT ON YOUR BUSINESS

PRIVILEGED ACCOUNTS
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Nearly every successful security breach involves a failure of 

privileged access management (PAM).

PAM is the combination of tools used to secure, control and 

monitor privileged access to an organization’s critical 

information and resources. And while it may not prevent an 

initial breach, PAM can reduce or eliminate the impact of the 

breach.

GARTNER’S KEY PRIORITIES FOR IAM LEADERS IN 2021
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DID YOU KNOW…

1.8 Billion
Credentials were stolen in 2020

(F5 Labs - 2021 Credential Stuffing Report)

Stolen Credentials Have Been 

Behind Some of the Largest and 

Most Costly Data Breaches.
(Equifax, U.S. Office of Personnel Management, Yahoo and more)

80%
of All Breaches Involve Privileged Credentials

(The Forrester Wave: Privileged Identity Management, Q3 2016)

120 days The median time to discover 

spilled credentials across 96 incidents. 

Often spills are discovered on the dark web before 

organizations detect or disclose a breach.

(F5 Labs - 2021 Credential Stuffing Report)
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PRIVILEGED ACCOUNT TAXONOMY
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3XMORE

Privileged accounts than employees
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HAVE

I

BEEN

PWNED?
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HAVE

I

BEEN

PWNED?
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CREATING BOUNDARIES
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GARTNER 2020 PRIVILEGED ACCESS MANAGEMENT MAGIC QUADRANT
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CYBERARK IDENTITY SECURITY PORTFOLIO
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Access Management for MFA, 

SSO, and Lifecycle Management

Least Privilege for Workstations 

and Windows Servers

Secrets Management for

Applications, Tools, Containers,

and DevOps

Foundational PAM Controls for Credential and Session Management 

On-PremiseSaaS
IDAPTIVE

PRIVILEGE CLOUD CORE PRIVILEGED ACCESS SECURITY

APPLICATION ACCESS MANGER

ALEROENDPOINT PRIVILEGE MANAGER

WORKFORCE

AND WORKSPACE

SECRETS

MANAGEMENT

PRIVILEGED

ACCESS MANAGEMENT

Third Party Remote Access to CyberArk PAM
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• Credentials known to administrators

• Direct access, leaving traces which can be abused

• Credentials not rotated periodically

• Complex auditing and correlation

SITUATION WITHOUT PAS

NETWORK 

DEVICES

SERVERS MAINFRAMES

DATABASES APPLICATIONS

SECURITY 

APPLICANCES 

WEBSITES/

WEBAPPS

CLOUD 

INFRASTUCTURE

ENTERPRISE 

RESOURCES 

JUMP SERVERS
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SITUATION WITH PAS

NETWORK 

DEVICES

SERVERS MAINFRAMES

DATABASES APPLICATIONS

SECURITY 

APPLICANCES 

WEBSITES/

WEBAPPS

CLOUD 

INFRASTUCTURE

ENTERPRISE 

RESOURCES 

Vault

Session 

Manager

SIEM/SOC

Rotation

• Credentials not known to anyone and securely stored in the vault

• No traces left behind on the end targets

• Credentials are rotated periodically

• Threat analysis and automatic response
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CYBERARK PRIVILEGED ACCESS SECURITY (PAS) PRODUCTS
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PSM & PSM 

for SSH

PVWA

Web interface

CPM

VAULT

PTA

Privileged CloudCore Privileged Access Security
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CISO AND IT LEADERS WANT TO CONSISTENTLY ENFORCE PRIVILEGE SECURITY POLICIES. 

BOTH FOR HUMAN & NON-HUMAN IDENTITIES

ENTERPRISE-WIDE PRIVILEGE SECURITY POLICIES

Consistently Enforce Non-Human & Human Privilege Security Policies Across the Enterprise

IaaSOn-Prem Infrastructure and Apps

(*NIX, Windows, zOS)
DevOps ToolsPaaS

Security

Solutions

IT Mgt

Software
App Servers and 

Custom Apps
RPA

VAULT
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>Demo time...



CyberLagom

WONDERING WHERE TO START…?

CyberArk Blueprint

DNA Tool

Discovery & Audit 
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• Gain visibility of privileged accounts

In Windows, *nix, Mac, and then some more. 

• Uncovered vulnerabilities

Identify machines vulnerable to credential 

theft attacks and assess the security risks.

• Clean up ancient credentials

Disable or change the high risk credentials 

which have not been changed for a long time.

• Requires:

• Executable without installation

• License file (Free)

• Connectivity and account to scan machines

CYBERARK DNA SCAN

20
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THE CYBERARK BLUEPRINT



CYBERARK PAM SUCCESS BLUEPRINT: 3 GUIDING PRINCIPLES

PREVENT 

CREDENTIAL 

THEFT

STOP LATERAL 

& VERTICAL 

MOVEMENT

LIMIT PRIVILEGE 

ESCALATION & 

ABUSE



RISK PRIORITIZATION METHODOLOGY

EASE OF IMPLEMENTATION
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High Impact,

High Effort

High Impact,

Low Effort

Low Impact,

High Effort
Low Impact,

Low Effort

(Quick Wins)



BLUEPRINT STAGES DEEP DIVE

Admins: Domain, VM, 

Windows Server local, 

IaaS 

3rd party Tools: C3 

Business Tools

Admins: *nix Root 

Similar, 3rd Party 

Vendors, Out of Band 

access, Database Built-In

Admins: Network & 

Infra, Named DBA, 

Web Apps (Top), 

Business Apps

Least Privilege 

STAGE 1 STAGE 2 STAGE 3 STAGE 4 STAGE 5

Focus on locking 

down the most 

ubiquitous 

technology 

platforms

Build PAS into the 

fabric of enterprise 

security strategy and 

application pipelines

Mature existing 

controls and expand 

into advanced 

privileged access 

security

Look for new 

opportunities to go 

above and beyond 

in securing 

privileged access

R
is

k
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e
d

u
c

ti
o

n

Secure privileged IDs 

with the potential to 

control an entire 

environment

Prevent 

Credential 

Theft

Stop Lateral 

& Vertical 

Movement

Limit Privilege 

Escalation 

& Abuse

Significant Major Moderate

G
O

A
L

3rd party Tools: C3 

Security Tools, MFA

P
A

M
 C

a
p

a
b

il
it

ie
s Foundational 

Privileged 

Access 

Management  

Secrets
Management

Admins: Workstation 

Local, Privileged AD 

Users, *nix Root, 

CI/CD

Workstation (IT)

Dynamic Apps

Admins: Mainframe, 

Web Apps (All), 

Business Apps

Windows Service

Windows Server 

Workstation (All)

Static Apps

Concepts: Cred 

Boundaries

Windows Server 

*nix Server

Static Apps (Adv)
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EXAMPLE PAM PROGRAM ROADMAP

Phase A
Least Privilege for 

non-R&D workstations

Q4 Q1 Q2 Q3 Q4

FY 2020

Phase 3
• Root

• Root SSH Keys

• Other *NIX

Phase 5
• Built-In DB Accounts

• Personal DBA Accounts

• Oracle, MSSQL

Phase 7
Apps Stage 2: Enterprise Wide 

Hard Coded Credential Removal

Phase 4
• Cloud Instances

• 3rd Party Vendor Access

Phase 2
• Cred Boundaries

• Server/WKS Admins

• Cloud Consoles

FY 2021

Q1 Q2

FY 2022

Phase 6
• VMWare/Virtualization

• Network Devices

• Remote Access ilO/DRAC

Phase 1
• Domain Admins

• Local Admins

Q3 Q4

Phase B
Expand Least Privilege to 

remainder of workstations

FY 2023

Q1 Q2 Q3 …

• Apps Stage 1: DevOps 

Blueprint Stage 4

Blueprint Stages 1 & 2

Blueprint Stages 2 & 3 Blueprint Stages 3 & 4 

Blueprint Stages 2 & 3

Blueprint Stages 3 & 4

Blueprint Stages 3 & 4

Blueprint Stages 4 & 5

• C3 Integrations

The CyberArk Blueprint is NOT a definite roadmap. It is a series of recommendations to GUIDE roadmap design.

Organization has audit 

finding around least privilege

Legend

Core PAS           

Endpoint Privilege Manager

Application Access Manager

Strategy Refresh
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THANK YOU

Samira Zaker Soltani

szs@cyberlagom.com

+31(0)682019193

CyberLagom.com


